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O HAMNPABJIEHUN NHPOPMALIUA

[lenapTaMeHT rocygapcTBEHHOM NONUTUKK B cdhepe obLiero obpasoBaHns
MwuHoGpHaykn Poccum HanpaenseT ans ceegeHus paspaboTtaHHble BpemeHHon
komuccuen Coseta Pegepaumm no pasBnTUIO MHOOPMaLMOHHOro obLecTBa
MeToANYECKMEe pekoMeHaaLmMm O pasMeLLeHn Ha MHPOPMaLIMOHHbBIX CTEHAAX,
odomumanbHbIX UHTEPHET-canTax U Apyrux MHPOPMaLUNOHHBIX pecypcax
obLieobpasoBaTenbHbIX OpraHM3aunin 1 OpraHoB, OCYLLECTBNSAIOWMNX yNpaBieHne B
cthepe obpasoBaHus, tHopmMmauum o 6esonacHoM NoBeAEHUN U UCMNONb30BaHUN CETU
"MHTepHeT".

Hvpektop [enaptameHTa
A.E.TNETPOB

MpunoxeHwne

METOOUWYECKWE PEKOMEHOALIUA
O PASBMELLUEHUN HA NTHO®OPMALMOHHBIX CTEHAAX, OPULINATIbHbLIX
WHTEPHET-CAUTAX U OPYI'MX UHOOPMALIMOHHbLIX PECYPCAX
OBLLUEOBPA30OBATEJIbHbIX OPFTAHU3ALIMA U OPIAHOB,
OCYLUECTBNAOLWNX
YNPABJIEHUE B COEPE OBPA30OBAHUA, UHPOPMALIMXA O BE3OMNACHOM
NOBEOEHUU U UCINOJIb3OBAHUUN CETU "MHTEPHET"

Jkcneptamn n YneHamm BpemeHHon komuccumn Coseta Pefepaunmn No pasBuUTUIO
NHpOPMaLNOHHOro 0bLLecTBa B pamMmKax BbIMOMHEHUS peKOMeHOaUUn napiaMeHTCKMX
cnywaHum "AKTyarnbHble BONpoCkl obecnevyeHnss 6e30nacHOCTU U pa3BUTUS AeTEN B
MHOPMaLMOHHOM NpoCcTpaHcTBe", kKoTopble npownu B CoeTte Penepaumn 17 anpens
2017 r., 6binun paspaboTaHbl MeTOAMYECKNE PpEKOMEHAALUN O pasMeLLLEeHUN Ha
MHGOPMAaLMNOHHBIX CTeHAAaX, ohuLManbHbIX UHTEPHET-canTax n Opyrux
MHPOPMAaLMOHHBLIX pecypcax obLieobpasoBaTeribHbIX OpraHM3auuin 1 OpraHoB,
OCYLLECTBNALLNX yNpaBreHne B cpepe obpasoBaHus, nHpopmaumm o 6esonacHom
noBegeHun 1 ncnornb3oBaHum cetn "IHTepHeT" (Banee - metognyeckme
pekomeHgauunn).

MeTogunyeckne pekomeHgaunmn HanpasneHbl Ha KAYeCTBEHHOE MOBbILLEHNE YPOBHS
NHpOpMaLNOHHON AeaTenbHOCTM 0bLeobpasoBaTeNnbHbIX OpraHM3aumnin 1 OpraHos,
OCYLLEeCTBNALWNX ynpaBrieHme B cpepe obpas3oBaHus, B YacTh MHPOPMUPOBaAHUS
yyaLLnxcs, UX poantenen (3akoHHbIX NpeacTaBuTenen) u negarornyecknx paboTHMKOB
00 OCHOBHBbIX acnekTax HGopmMaLMoHHOM 6e3onacHOCTH.

MeToguueckne pekomeHgaumm no3BonaT oduieobpaszoBaTenibHbIM OpraHM3aunsam u
opraHam, OCyLLeCTBNAOLMM ynpaBneHne B cpepe obpasoBaHus, akTyanmsanpoBaTb
yXXe ucnonb3yemMble N pasmMeLLeHHble MH(POPMaLMOHHbIE MaTepuarnsbl, Tak 1
NnoAroTOBUTb UX B Cy4Yae UX OTCYTCTBUS C yHETOM Ny4dLUINX NPaKTUK 1 peKoMeHaauunm.

B paMKax Mmetogn4ecKkmnx peKOMeH,D,aLl,VIVI paccMaTpumBaroTCA criegyrowme MHCTPYMEHTDI!



1. NHOPMALMOHHbIE CTEHAPbI,
2. othmumarnbHble UHTEPHET-pecypChl;

3. cpeacTBa MaccoBor MHAOPMAaLIMK (LIKOSMbHbIE raseTbl, nejarornyeckne n3gaHmsa u
napyrve).

MUHdopmaumoHHble cTeHAbI

Ha nHdopmMaLumoHHbIX cTeHaax B 0bLeobpasoBaTenbHbIX OpraHu3auunsx,
PacnosIoXXeHHbIX B (horie yupexaeHui n B kKabnHeTax, OCHaLLEHHbIX NepCOHanNbHbIMU
ycTponcTeamu ond Boixoga B ceTb "MIHTepHeT", pekomeHayeTcs pasmMecTuTb
NHPOPMALMOHHbBIE NAMATKN, CoAepXKaLlme OCHOBHbIE COBEThI N0 obecneveHunto
NHOPMaLMOHHOM 6e30MaCHOCTN yYaLLUXCS.

B npunoxeHun N 1 K MeTOONYECKMM peEKOMEHAAUMNAM NpeacTaBneH obpasel, NnaMaTkm
Ansi pasmeLleHnst Ha MHOPMaLMOHHbBIX CTeHAAX.

CpenctBa maccoBoun UH(popmaumm

B cpeactBax maccoBoi MHopMaLMK, OPUEHTMPOBAHHbIX Ha 0by4atoLmxcs,
pekoMeHayeTcsl B TedeHue y4ebHoro roga perynspHo nybnmkoBaTe MHGPOPMALMOHHbIE
maTepuarbl, NOCBSILLEHHbIE OTAENbHLIM acnekTaM MHOopPMaLMOHHON 6e3onacHocTy, a
Takke pasnuyHble NaMsiTKM obLLero xapakrepa.

B cpeactBax maccoBon MHpOPMaLINK, OPUEHTUPOBAHHbLIX HA NegarorMyeckyto
00LWEeCTBEHHOCTb, PEKOMEHAYETCS B TEYEHNE KaneHaapHOro roga perynspHo
ny6nunkoBaTb MHOPMALMOHHbBIE MaTepuarbl, NOCBALLEHHbIE OTAENbHLIM acnekTam
MHGOPMaLMNOHHOW BEe30NacHOCTU Kak HECOBEPLUEHHONETHUX, TaK K
obuieobpasoBaTenbHbIX OpraHM3auni, a Takke pasnuyHble NamMsaTKn, 0630pbl
HOPMaTUBHO-NPABOBOrO PEryriMpoBaHnsa AaHHOW cdpepbl U MHAPOPMALMIO O aKTyarnbHbIX
MEpPONpUATUSX N COBbITUSX B aHHOW cdhepe.

B xoge npoBeneHnsa EguHoro ypoka no 6esonacHoctu B cetn "MIHTepHeT"
pekomeHayeTcsa obecneynTb BbIMyCK TEMATUYECKOrO BbiMyCKa CcpeacTBa MacCOBOM
nHcpopmauun nmbo cepum nyénukaumm, cpeamn KoTopbiXx pacCMOTPETb OpraHM30BaHHbIE
MepOoNpUATUS Ans o0y4varoLmnxca, X poanTenen (3aKoHHbIX NpeacTaBuTenen)
negarormn4eckon obLLLECTBEHHOCTM.

OdmumanbHblie UHTEepHeT-pecypchbl

O6uweobpasoBaTenbHbIM OpraHu3aumsM pekoMmeHayeTcst Ha CBOUX odmumnanbHbIX
NHTepHeT-pecypcax obecneunTb PyHKLMOHMPOBAHME CaMOCTOSATENBHOIO U
cneumanuampoBaHHoro pasagena "MHdpopmaumoHHas 6e3onacHOCTh", B pamMkax
KOTOpPOro npesycMoTpeTb pasmelleHne criegyrowen nHpopmaummn:

dopmat
npeactaBneHns
N Pasgen/nogpasgen mMaTepuanos CopepxaHue matepuanos
Pa3meLlatoTcsa Konmm 4OKYMEHTOB, T.€e.

JlokanbeHble CKaHWpPOBaHHbIV BapyaHT JOKYMEHTa,
HOPMaTUBHbIE aKTbl B COOTBETCTBYHOLMI TpebOBAHUAM K
cepe obecneyeHns napamMmeTpam CKaHMPOBaHWUA.
NHOPMaLMOHHOM Konumn PasmelLaoTcs JOKYMEHTHI,
6esonacHocTK OOKYMEHTOB B pernamMeHTupyroLmMe opraHnsauuio 1

1.06yvatowmxcs dopmaTte *PDF paboTy Cc nepcoHarnbHbIMU AaHHbIMMU,



Konumn
AOKYMEHTOB B
dopmate *PDF

HopmaTueHoe
2.perynuposaHue

TekcT Ha
CTpaHuue canta
Konun
AOKYMEHTOB B
dopmate *PDF

Neparornyecknum
3.paboTHunKam

TekcT Ha
4.06yvarowmmcs CTpaHuue canTa
PoguTtenam (3akOHHbIM
npeacraBUTENAM)

5.06yvatomxcsa

TekcT Ha
CTpaHuue canta

TekcT Ha
CTpaHuue canta

[leTckne 6e3onacHble
6.canTol

nnaHbl MeponpuaTuUn no obecneveHmto
MHopMaumnoHHon 6e3onacHoCcTn
obyuarowmxca n gpyrue.

MMy6nukytoTca akTyanbHble CBeAeHUs O
denepanbHbIX N perMoHanbHbIX 3aKOHax,
nMcbMax opraHoB BracTu 1 apyrue
HOPMaTUBHO-NPAaBOBbIE JOKYMEHTbI,
pernameHTupyowme obecneyeHune
MHopMaLUNOHHOM Be3onacHoCTU
HecoBepLUeHHoneTHuX. [lonyckaeTtca
BMECTO KOMUI pasmMmeLLaTtb rmnepcCbisikn
Ha COOTBETCTBYIOLLME AOKYMEHTbLI Ha
canTax opraHoB rocyAapCTBEHHOM BracTMu.
Pasmeluatotca metognyeckue
pekoMeHaauun n ykasbiBaeTcs
NHpopMauunsa 0 MeponpusaTUaX, NPoeKTax
1 NporpamMmmax, HanpasneHHbIX Ha
nosblLWeHne NHPOPMaLMOHHON
rPamMoOTHOCTUN Neaarorm4yeckmx
pabOTHMKOB.

Pa3mellaeTca nHpopmaumnmoHHas namsitka
(npunoxeHune N 2) 1 ykasbiBaeTcs
NHpopMaLmnsa 0 MeponNpUATUAX, NPoeKTax
n NporpamMmmax, HanpasneHHbIX Ha
noBbILLEHME NH(POPMALMOHHOMN
rPaMOTHOCTK OOy4atoLLNXCA.

PasmellaeTcs nHpopmaLMoHHas namsaTka
(npunoxexue N 3).

PasmelLaetcs nHgopmauma o
peKOMeHAyeMbIX K MCMOMb30BaHMIO B
y4yebHom npouecce 6e3onacHbIX canTax,
OaHHepbl 6e30nacHbIX AeTCKNUX CanTOB.

OpraHam, ocyLlecTBNAWLWNM ynpasneHne B cpepe obpasoBaHus, peKoMeHayeTCs Ha
cBoux opuumansHbix MHTEepHeT-pecypcax obecneynTtb PyHKLMOHUPOBaHNE
CaMOCTOSATESTIbHOIO U crieynann3mpoBaHHoro pasgena "MHgpopmaumoHHas
BesonacHoOCTL", B paMKax KOTOPOro NpedycMoTpeTb pasMeLleHne criegyroLlen

MHopMauuu:

MpunoxeHne N 1

NMAMATKA 5 5
AnA oby4ArOLWKMNXcsAa ob UHPOPMALIMOHHOU BE3ONACHOCTU AETEU

HENb3A

1. Bcem nogpsa coobuiatb CBOK YaCcTHYHO MHpopMaumio (HacToswme M, hammnumio,
TenedoH, agpec, HOMep LLKOSbI, a Takke ooTorpadum CBOW, CBOEN CEMbU N OpY3en);

2. OTKpbIBaTb BrOXEHHbIE ddansbl NIEKTPOHHOW MOYThI, KOrga He 3Haellb

oTrnpaBnUTeEnN4,

3. MpybuTb, NpuanpaThCs, OkasbiBaTb AaBMNEHME - BECTU cebsi HEBEXITMBO U

arpeccuBHo;



4. He pacnopsikancsa geHbramm TBOen ceMbm 6e3 paspelleHns cTapLlumx - Bcerga
cnpawuBaun pogurtenem;

5. He BcTpeyvaics ¢ IHTepHeT-3HaKOMbIMW B pearnibHOW XXWN3HU - MOCOBETYNCHA CO
B3pOCIbIM, KOTOPOMY JOBeEpPSieLb.

OCTOPOXHO

1. He Bce nuwyT npaBgy. Yntaewsb o cebe HenpaBay B MHTepHeTe - coobLum 06 aTom
CBOUM POAUTENSAM UNN ONEKYHaM;

2. MNpurnawatoT nepennucebiBaTbCs, UrpaTb, OOMEHNBaTLCS - NPOBEPb, HET N NOABOXA;
3. He3akoHHOe KonnpoBaHue gannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBar B3pOCribiM 0 Npobriemax B CETU - OHU BCerga nomoryT;

5. Nicnonb3yn HacTponkn 6e3onacHOCTU U NPUBATHOCTK, YTOObI HE NOTEPSATH CBOM
aKKayHTbl B COLICETSX U ApYyrnx nopTanax.

MOXHO

1. YBaxan gpyrux nonb3osarteneun;

2. Nonb3yewbca HTEPHET-UCTOYHUKOM - Aenain CCbIfKy Ha Hero;
3. OTKpbIBal TOMNbKO T€ CChISIKK, B KOTOPbIX YBEPEH;

4. ObwaTbCcs 3a NOMOLLbIO B3POCHbIM - POAUTENWU, ONEKYHbI U aAMUHUCTPAaLMSA CalnTOB
BCeraa noMoryT;

5. Nponan obyyeHne Ha canTe "CeTeBMYOK" 1 NONyYM nacnopT umdpoBoro
rpaxgaHuHa!

Mpunoxexne N 2

MHO®OPMALIMOHHASA NMAMATKA
AnA oObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULINATIbHBIX AHTEPHET-PECYPCAX

C KakgbIM rogomMm MOSOOEXN B UHTEPHETE CTAaHOBUTLCA B0rbLUe, a LWKOMNbHUKMA OOHN U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, NOMMMO OFPOMHOrO KOnMyecTBa
BO3MOXXHOCTEWN, MHTEPHET HeCeT M nNpobnembl. ATa NnamsaTKa gOMKHA NOMOoYb Tebe
©e3onacHo HaxoauTbCs B CETM.

KOMI'IbPOTeprIe BUPYCbI

KoMnbOTEpPHbI BUPYC - 9TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX NPpOrpamMm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPON ABNSETCHA CNOCOBHOCTL K pasMHOXeHuto. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITU MOSHOCTLIO YHUYTOXNUTb BCE
annbl U JaHHble, MOAKOHTPOSIbHbBIE NOSb30BaTEND, OT MMEHU KOTOPOro bbina
3anyLieHa 3apaxeHHasi nporpammMa, a Takke noBpeauTb UNn Jaxe YHUUTOXUTb
onepaunoHHYI0 CUCTEMY CO BCeMU dhannamum B uernom. B 6onblumHcTBe cryvyaes
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.

MeToabl 3aLlMThbl OT BPEAOHOCHbIX NPOrpamMm:



1. icnonb3ymn coBpeMeHHbIe OrnepaunoHHbIe CUCTEMBI, UMEKOLLME CEPbE3HbIN YPOBEHDb
3alWnTbl OT BPEOOHOCHbIX NPOrpamm;

2. [NoCcTosAHHO yCcTaHaBnNuBam nayT (LMdpPoBbIE 3anfaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBMAMBAKTCS C LieNbto A4opaboTkm nporpammbl) U gpyrne oGHOBNEHUSA CBOEWN
onepaumoHHon cnuctemMbl. CkaunmBam Ux TONbKO C odomuUManbHOro canTta paspaboTynka
OC. Ecnu cyuwiecTByeT pexmm aBTOMaTn4eckoro 06HOBNEHNS, BKITHOYUN €rO;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NOA NpaBamMu Nonb3oBaTens, a He
agMuUHUCTpaTopa. ATO He NO3BONUT OONbLUNMHCTBY BPEAOHOCHbBIX MPOrpamm
WMHCTannMpoBaTbCs Ha TBOEM NEePCOHaNbHOM KOMMbLIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI U3BECTHbIX NPON3BOAUTENEN, C
aBToMaTu4ecknm obHoBneHnem 6as;

5. OrpaHunyb om3nyeckmin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLUHNE HOCUTESNM MHPOPpMaLMN, Takue Kak prielka, AUCK unm gann na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTkpbiBan KOMNbIOTEPHbIE ddansibl, MONYyYEHHbIE N3 HEHAAEXHbIX MICTOYHUKOB.
[axe Te dansnbl, KOTOpble NpUcras TBOM 3HAaKOMbIW. Jly4dlle yTOYHN Y Hero, oTnpassisn
nn oH Tebe unx.

Cetun WI-FI

Wi-Fi - 310 He BMA Nepegayn gaHHbIX, He TEXHOMNOMS, a BCEro nNuillb OpeHa, mapka.
Ewe B 1991 rogy Hugepnangckasa komnaHus 3apermctpmposana 6perng "WECA", uyto
obos3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyras abbpesnartypa, KoTopas ABNAETCA TakoM e
TexHorornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObIfIO 4aHO C HAMEKOM Ha
CTaHOapT BbICLLEN 3BYKOBOM TeXHUKN Hi-Fi, 4TO B nepeBoge 03Ha4vaeT "BblicOKas
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kade, OTENsIX U aspornopTax ABMSETCA OT/IMYHON
BO3MOXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe akcnepTbl CYMTalOT, YTO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.

CoBeTbl No 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:

1. He nepegaBan cBO nNnyHyto nHdopmaumio yepes obwenoctynHblie Wi-Fi cetw.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naponiv 4OCTyNa, NOrMHbI U Kakne-To HoMepa;

2. Vicnonb3yi n 06HOBNSA aHTUBMPYCHbIE NporpamMmmbl 1 OpaHamMayep. TeM caMbiM Thbl
obe3onacuub cebsi OT 3aKkayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwn ncnonesosaHun Wi-Fi otkntoum doyHkumio "O6wmi goctyn K barnam u
npuHtepam". lJaHHaa PyHKUKUA 3aKpbiTa N0 YMONYaHUIO, OAHAKO HEKOTOpble
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unu yyebe;

4. He ucnonb3yn nybnunynbin WI-FI ons nepegayun nuYHbIX AaHHbIX, HanpuMmep ans
BbIX04a B cOUManbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. icnonb3yn TonbKo 3awueHHoe coegmHeHne yepesd HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";



6. B MmobunsHoM TenedoHe oTkmoun dpyHkumo "MogkntoveHne k Wi-Fi
aBTomMaTtmyeckun". He gonyckam aBToMaTUYECKOro NOAKMYEHNA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouunanbHble ceTu

CoumanbHble ceT akTUBHO BXOAST B HaLLY XW3Hb, MHOIMMe ntoan paboTatoT 1 XnyT
TaMm NOCTOSAHHO, a B Facebook yxe 3apernctpmpoBaH Munnuapg Y4enoBek, 4YTo
ABMSETCA OQHOW CebMOW BCeX Xuternen nnaHetol. MHOrne nonb3oBaTenu He
NMOHMMAIOT, YTO MHAPOPMALMS, pasMeLLeHHasa UMW B coumaribHbIX CETAX, MOXeT ObITb
HangeHa 1 Ncnonb3oBaHa KeM YrogHo, B TOM Yucrie He ob6a3aTtenbHo ¢ 6narnmm
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6e30NacHOCTM B coLMarnbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y 1ebs B Apy3bsaxX HE AOIMKHO ObITb CriyYarHbIX U
HEe3HaKoMbIX ftoaen;

2. 3awmLian cBO YacCTHYH XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEr0o POXAEHMS U APYIYIO NIMYHYIO0 MHpOPMaLnIO. 3M0YMbILLUNIEHHUKN MOTYT
MCnonb3oBaTh Aaxe NHPOPMaLUIO O TOM, Kak Tbl U TBOM poauTenn NnaHupyeTte
NPOBECTU KaHUKYNbI;

3. 3awmuian ceow penyTaumio - AEPXKM €€ B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen
Obl Thl, 4TOOLI Apyrne nosfib3oBaTeny BUAENM, YTO Thl 3arpyxaelwwb? Nogyman, npexae
4yeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnv Tbl roBOpULLb C JIOObMU, KOTOPbIX HE 3HaeLlb, HE UCMONb3yn CBOE pearibHOe
UMSI U OPYTYIO JIMYHYIO MHAOPMaLUUKN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl U npoyee;

5. N3beran pasmelleHus otorpacpun B MIHTepHeTe, rae Thl n3obpaxkeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO ONnpeaennTb TBOE MECTOMONOXEHNE;

6. Mpwn pernctpaumm B coumanbHOM ceTu HeOBX0AMMO MCMONb30BaTh CIIOXHbIE NAPOIN,
cocTosime 3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. [lnsa coumanbHON CeTn, NOYThbl U APYrMX CanTOB HEOBXOAMMO MCMNONb30BaTh Pa3sHble
naponu. Torga ecnv 1eb64 B3nomMaroT, TO 3fI0YMbILLSIEHHMKM NOMyYaT JOCTYN TOMbKO K
OAHOMY MECTY, a He BO BCe cpasy.

ONEKTPOHHbIE OEHbIN

ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN cnocob nnaTexemn, OAHaKo CyLLEeCTBYIOT
MOLLUEHHUKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

SJ'IeKTpOHHbIe OeHbrm nodaBuJinCb coecemMm HeaaBHO U MUMEHHO 13-3a 3TON0 BO MHOIMMX
rocygapcrtBax o CMX nop He rnpornncaHo npo HMX B 3aKOHax.

B Poccun xe oHM OyHKUMOHUPYIOT N O HUX Y>Ke MPONMcaHo B 3aKOHe, rae ux
pas3fnensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHBbIE. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs NpoBoANTb onepauun 6e3
naeHTUMrKaLmm nonb3oBaTens, a B HEaHOHMMHbIX MOeHTUMMKaLmMa nonb3oBaTens
aBnsaetca obazartensHon.



Takxe criegyet pasnuyaTb 3NEKTPOHHbIE PUaTHbIE AeHbIN (PaBHbI FOCYAapCTBEHHbIM
BarnoTam) 1 aNEeKTPOHHblE HednaTHbIEe OeHbI (He paBHbI FOCy4apCTBEHHbLIM
BanoTam).

OcHoBHble coBeTbl N0 Ge3onacHon pa60Te C 3J1EKTPOHHbLIMU OEHbIraAMU:

1. MpuBsxM K cHeTy MOBUNBHBLIM TenedoH. OTO caMblil YAOBHbLIN U BbICTPLI CNOCO6
BOCCTAHOBUTb A0OCTYN K c4eTy. [1puBA3aHHbIN TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3anjellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasoBble naponu. [ocne nepexofa Ha YyCUNEeHHY aBTopu3auuio
Tebe yxe He ByfeT yrpoxaTb ONAaCHOCTb KpaXu U nepexasata NiaTexHoro napons;

3. Bbibepu crnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTo yragaTh CHOXHbIN
naponb. HagexHble naponu - 3To Naposnun, KOTopble cogepXaT He MeHee 8 3HaKOB U
BKItOYaoT B cebsi CTPOYHbIE 1 NPONUCHbIE BYKBbI, LMPbI N HECKOSBLKO CMMBOJSIOB,
TaKue Kak 3HaKk gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAN CBOU NNYHbIE AaHHbIE HA canTax, KOTOPbIM HE OOBEpAELUb.
SJ'IeKTpOHHaFI no4yTa

ONIeKTPOHHast noyTa - 3TO TEXHOSOMMS U NpeaocTaBnsgemMble el YCryri no nepecoisike n
NOJSTYYEHMIO 3NEKTPOHHbLIX COOBLLIEHNI, KOTOPbIE pacnpenensitoTCa B KOMMNbIOTEPHON
ceTn. OBbIYHO SNEKTPOHHbIN NOYTOBBIN ALLMK BbIFAAUT Crieayrowmm obpasom:
UMs_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepegaym nNpocToro TeKCTa, MMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl NO BesonacHon paboTe C INEeKTPOHHOW MOYTON:

1. Hapo BbIGpaTb NpaBuibHbIA MOYTOBLIN cepBuUC. B MHTEpHETe eCTb OrPOMHbIV BbIOOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, O4HAKO NyYlle AOBEPSATb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBai B MM4YHOM NOYTE NUYHYH0 MHGOopmaumo. Hanpumep, nyywe BoibpaTtb
"My3blkanbHbI_(haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopm3aumio. 3To Koraa NOMMMO Napons Hy>KHO BBOAUTb
Kog, npucbinaemsin no SMS;

4. Bbibepu CnoxHbI naponb. [ns KaXgoro no4TOBOro fAumka OmKeH OblTb CBOM
HaZEeXHbI, YCTOWYMBLIN K B3[IOMY Maporib;

5. Ecnun eCcTb BO3MOXXHOCTb HanMcaTb cCaMOMY CBOW JIMYHbIA BOMNPOC, UCMOSb3YN 3Ty
BO3MO>XHOCTb;

6. cnonb3yn HeCKONbKO MOYTOBbLIX ALWMKOB. [epBbl AN YaCTHOW Nepenucky ¢
agpecartamu, KOTOpbIM Thl AOBEPSELLb. OTO ANEKTPOHHbIN agpec He Hago
MCrnonb30BaTh NpU perucTpauumn Ha opymMax u camTtax;

7. He oTkpbiBan dhansnbl U gpyrue BrioXXeHUs B NMCbMax, AaXke ecrnv OHU NpuLnu ot
TBOMX Apy3en. Jlyylle yTOYHM Yy HUX, OTNPaBNANN Nin OHK Tebe 3Tn dhannbl;

8. MNMocne okoHYyaHWst paboTbl HA MOYTOBOM CEpPBUCE Nepes 3akpbiTUEM BKIALKN C
canToM He 3abyab HaxaTb Ha "Beiitun".

KnbepbynnuHr unu BuptyanbHoOe n3geBaTenbCcTBO



KnbepbynnuHr - npecnegoBaHme coobLLieHsamMu, cogepKalinmm ockopbnexms,
arpeccuio, 3anyrmpaHue; XyriMraHcTeo; coumanbHoe 60MKOTMPOBaHME C MOMOLLbIO
pasnU4YHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnHrom:

1. He 6pocatics B 601. Jlyywwimn cnocob: nocoBeToBaTbCH Kak cebs BECTU U, ecniv HeT
TOro, K KOMy MOXXHO 06paTUTbCS, TO BHa4are ycrnokoutbcs. Ecnn Tl HavHelb
oTBeYaTb 0CKOpBrneHnaMmU Ha ockopbneHnst, To ToMbKo ele 6onblie pasoxokeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B CeTU MHMMas. CyLecTBYIOT cnocobbl BbIICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BEeCTU XynuraHckui obpas BupTyanbHOM Xu3Hu. HTepHeT mkeupyeT Bce
TBOM AENCTBMUS U COXpaHSET nx. Yaanutb nx yaet kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTYaribHY YECTb CMOSIOAY;

6. rHopupyn eamHnyHbin Heratm. OQHOPa30Bblie OCKOPOUTENBbHbLIE COOBLLEHMS
nyywe nrHopuposatb. OBbLIYHO arpeccus NpekpallaeTca Ha HavanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHNSIMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLEHNI C
onpenereHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepobynnuHra. TBov OeNCTBUS: BbICTYNUTb NPOTUB
npecnenoBaTens, NokasaTb €My, YTO ero 4eNCcTBUS OLEHNBAKOTCS HeraTuBHO,
noaaepkatb XXepTBY, KOTOPOM Hy)KHa NCUXOnornyeckasi mMoMoOLLb, COOBLINTL B3POCHbIM
0 hakTe arpeccuBHOro NOBEAEHUS B CETU.

MoOBunbHbIM TENedOoH

CoBpeMeHHble cMapTdOHbI 1 NaHLLEThl coaepXaT B cebe BNnonHe B3pochbliii
byHKUMOHATI, 1 Tenepb OHN MOTYT KOHKYPUPOBATb CO CTALMOHAPHBIMU KOMMbIOTEPAMM.
OpHako, CpeAcTB 3alumMTbl Ans NOA0OHbIX YCTPOWCTB Noka o4eHb Mano. TecTupoBaHue
N MOUCK YA3BMMOCTEN B HUX NPOUCXOONT HE Tak MHTEHCUBHO, kak ans MK, To e camoe
KacaeTcs U MOBUMNBbHBIX MPUMOXEHWUNA.

CoBpeMeHHble MobunbHbIe Gpay3epbl yKe NPakTUYECKN AOrHaNM HacTorbHble
aHanoru, ogHako paclmpeHue yHKLMoHana Brie4yeT 3a cobom 60rbLLY CNOXHOCTb U
MEHbLLYI 3aLLUNLLEHHOCTb.

[laneko He Bce NpoON3BOAUTENN BbINycKaloT OOHOBMNEHUS, 3aKpbIiBaOLME KPUTUYECKUE
ySI3BUMOCTU A1S1 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Anga 6e3onacHOCTM MOBUNbLHOro TenedoHa:

Huuero He siBnsieTcs no-HacTosiweMy 6ecnnatHbiM. Byab ocTopoxeH, Beap korga Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-TO MnaTHble
ycnyru;

Ayman, npexae 4em otnpasute SMS, ¢ooTo nnun Bnaeo. Tbl TOYHO 3HaeLUb, e OHU
OyayT B KOHEYHOM UTore?



Heobxoanmo oGHOBNATL ONepaunoHHY0 CUCTEMY TBOEro CMapT(OHa;
Ncnonb3yi aHTMBUPYCHbIE NporpamMmmbl Anst MOBUNbHbIX TeNe(OHOB;

He 3arpyxaii NpunoxeHns oT HEM3BECTHOIO UCTOYHKKA, BeAb OHM MOTYT coaepXaTb
BPeAOHOCHOE NporpaMMHoe obecrneyeHue;

lMocne Toro Kak Tbl BbINAELLb C CanTa, rae BBOAWUIT NUYHYIO MHOpMaLMIo, 3anaun B
HacTponkn 6paysepa n yganu cookies;

rlepI/IOﬂ,VI‘-IeCKVI HpOBepFIVI, Kakune nraTtHble YCInyrn aktTuBupoBaHbl Ha TBOEM HOMEpPE,

[aBaii cBoi HOMep MOBUIBHOIO TenedoHa TONbKO NMOASM, KOTOPbIX Thl 3HAELLb U KOMY
[l0BepsieLLb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOr4a Tbl UM HE Nonb3yelbes. He 3abbiBan nHoraa
NPoOBEPSATb 3TO.

Online wvrpbl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLLME Pa3BIieYeHus,
ob6beaunHsIIoLLMe COTHM ThiCsY YenoBeK No BCeMy MUpy. VIrpokn nccnenytot 4aHHbIA UM
MUp, oBLLaTCS APYr C APYrOM, BbINOMHAOT 3a4aHus, CpaXkatoTCsl C MOHCTpamu u
nony4atoT onbIT. 32 y4OBOMbCTBME OHW MAATST: NOKYNaKT AMCK, OnnavynBatoT
aboHeMeHT unun npuobpeTatoT Kakmne-To onumun.

Bce aTv cpeacTtBa nayT Ha nogaepkaHue v pasBuTre Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMK, BbIMYCKaOTCSl HOBbIE NaTyu
(umdbpoBble 3annaTtky 4N NporpamMM), 3aKpblBaOTCS YSA3BUMOCTI CEPBEPOB.

B nogoOHbIx nrpax CTout ornacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa CUMcTtemMma aBTopu3aunn OonblNHCTBA urp.

OcHoBHble coBeTbI N0 BE30NacHOCTN TBOETO MrpoBOIro akkayHTta:

1. Ecnn gpyron nrpok BegeT cebsa nnoxo nnu cosgaet Tebe HeNpPUATHOCTU, 3abnoKupymn
€ro B CMUCKE UrPOKOB;

2. Moxanynca agMMHUCTpaTopam Urpbl Ha NMoXoe NoBeeHne 3Toro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBayn Nn4Hy0 MHGOpMaLmIo B npodanne urpsbl;
4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnvBai HeouunarnbHblie naTtyn n Moapl;

6. \cnonb3yn CnoXxHble 1 pasHble Naponu;

7. daxe BO BpeMsi Urpbl HE CTOUT OTKIOYaTb aHTUBUPYC. [Noka Tbl Urpaellb, TBOK
KOMMNbIOTEP MOTYT 3apa3sunTb.

OuwrHr nnn KpaXa JNMN4YHbIX OaHHbIX

O6blYyHOM Kpaxken geHer U AOKYMEHTOB CEroAHs y>Ke HUKOro He yAMBULLb, HO C
pasBUTUEM NHTEPHET-TEXHOSIOMMN 3M0YMBbILLUNIEHHUKN NEPEMECTUININCH B UHTEPHET, U
NPOAOIKaKT 3aHMMaTbCs "NodMbIM" genom.



Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBA Uy (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMUT B MOSTydeHUn KOHUAeHUManbHbIX AaHHbIX Nofnb3oBaTtenen -
norvHoB 1 naponen. Ha aHrnuickom Asbike phishing yMtaetcs kak dovwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegwm 3a cBouM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOSA aHkeTa Obina
B3riOMaHa, To HeobxoanMmo 3abnokMpoBaTb ee 1 COoBLWNTL aaMUHUCTPaTopam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Beb-calThbl, B TOM YMCIE, MHTEPHET-Mara3nHoB U
NMOWUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebs B3nomatoT, TO
3M10YMBbILLMEHHMKIN NoflyYaT JOCTYN TOMbKO K OAHOMY TBOEMY NPOMUIIIO B CETU, @ HE KO
BCEM;

4. Ecnu Tebs B3nomanu, To Heo6xoAMMO NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebsi B Apy3bsX, O TOM, YTO TebSA B3noManu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchbifiaTbCsa Cnam M CCbIfIKM Ha ULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUnbHbLIN TenedoH;
6. OTKNIOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpblBan hannbl U Apyrve BroOXeHUs B NMCbMax, AaXke ecrnv OHU NpuLLu oT
TBOMX ApYy3en. Jlyyle yToYHM y HUX, OTNPaBNSANN N1 OHKN Tebe 3Tn dannbi.

Lindposas penytaums

Lindbposas penytaumsa - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupytowas nHgpopmauus, pasmeLleHHasi B UHTEPHETE, MOXET CePbe3HbIM
obpasom 0TpasnTbCHa Ha TBOEW pearibHOW XN3HW. "LindpoBas penytauma” - 370 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MecTo XUTenbCcTBa, y4ebbl, TBOE (PUHAHCOBOE NOMOXEeHNe, 0COBEHHOCTH
XapakTepa 1 pacckasbl 0 ONM3KUX - BCe 3TO HaKannMBaeTcs B CETU.

MHorne NoApOCTKN NErKOMbICIIEHHO OTHOCATCA K NyOnukaumMm nM4Honm nHpopmMaumm B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeAcTBUA. Thbl faxe He CMOXeLlb AoragaTbCst
0 TOM, YTO choTorpadus, pasmelleHHas 5 neT Ha3an, ctana NPUYNHOM OTKasa NPUHATb
Tebsa Ha paborTy.

KommeHTapuu, pasmelyeHme TBomx potorpadpum u gpyrme 4encTBust MoryT He
NCYE3HYTb Aaxke nocne Toro, Kak Tbl X yAanub. Tbl HE 3HAELUb, KTO COXpaHWn aTy
MHpopmauuio, nonana nm oHa B NOUCKOBbLIE CUCTEMbI U COXpaHMnach i OHa, a
rmaBHOE: YTO NoAyMatoT 0 Tebe oKkpyatoLwme noan, KOTopble HanayT U yBUOAT 3TO.
HanTn nHdopmaLmo MHOro neT CnycTs CMOXeT Ntobon - kak n3 obpbIX NOBYXAEHUN,
Tak U C HAMEPEHMEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YyrogHo.

OcCHOBHbIEe COBETLI NO 3aLMTe LNMGPPOBON penyTaumm:

1. Moayman, npexae 4Yem 4To-To NybnvkoBaTh U Nnepegasath y cebsi B 6nore nnm B
counanbHoOu CeTu;



2. B HacTpoukax npodunsa ycTaHOBU OrpaHUYeHns Ha NpoCMOTpP TBOEro npodmnsa n ero
coAEepPXXMMOro, caenam ero Tonbko "anga gpysen”;

3. He pasmeluan u He ykasbiBan MHGOPMaLMIO, KOTOpas MOXET KOro-nnmbo ockopbnaTb
nnNn obmxaTb.

ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKWN - aKTUBHbIE MNOJIb30OBaTESIN LI,VI(prBOFO MpPOCTpaHCTBa.
OpaHako ganeko He BCe 3HatoT, YTO NOfb30BaHME MHOMMMU BO3MOXKHOCTSMM Ll,VI(prBOFO
Mupa Tpe6yeT cobnogeHus npaB Ha UHTENNEeKTyalrlbHYIO COBCTBEHHOCTD.

TepMuH "nHTENNeKkTyanbHast CO6CTBEHHOCTL" OTHOCUTCS K pasfinyHbIM TBOPEHUAM
YerioBEYEeCKOro yma, HauymHasi C HoBbIX M300peTeHNn U 3HaKoB, 0603HaYaKLLMX
COBCTBEHHOCTb Ha NPOAYKTLI U YCIYrn, N 3aKkaH4YMBasi KHUramu, gootorpadousmu,
KMHOUIIbMamMmn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTENNEKTYyanbHy0 COBGCTBEHHOCTb Ha NPOM3BeaeHUs
HayKu, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKMI TPYA aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBeasimBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTtax CBOero Tpyaa, nonyyunTb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelleHnsa aBTopa He MOXeT BOCMPOM3BOaUTb
€ro npousBefeHne, pacnpocTpaHaTb, Ny0NNMYHO 4EMOHCTPMPOBaThL, NpoLaBaTh,
MMNOPTUPOBATb, MycKaTb B NPOKaT, NyOrMYHO UCMOMHATL, MOKa3bIBaTb/UCNONHATE B
achupe unu pasmewiatb B IHTepHeTe.

Ncnonb3oBaHue "nupaTtckoro” nporpaMMHOro ob6ecnedYeHnss MoXeT NPUBECTU K MHOTUM
pycKkaM: OT NoTepun AaHHbIX K TBOUM akkayHTam [0 6NMOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBNEHa HereranbHas nporpamma. He ctout Takke 3abblBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTtHble NporpaMmbl, KOTOPbIE MOXHO HalTU B CETWU.

O noprane

CeTeBUYOK.pch - TBOM rMaBHbIA COBETYMK B CETU. 34ECH Thbl MOXELLb Y3HATb O

6e30rnacHOCTM B CETU NOHATHBLIM U AOCTYMHBIM A3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKON cUTyaumm obpaTuTbCs 3a COBETOM. A Takke NPUHSATbL y4acTue B

KOHKypCax 1 ctaTb caMbiM UUAPOBLIM rpaxkgaHMHOM!

MpunoxeHne N 3

NAMATKA Ons POAUTENENA OB UH®OPMALMOHHOW BE3OMNACHOCTU OETEN

AL

OnpegeneHne TepmmHa "nHopmaumoHHasa 6e3onacHOCTb AeTEN" COOEPXKNUTCA B
depepanbHom 3akoHe N 436-93 "O 3awmte geten ot MHopmaLnn, NPUYNHAIOLLEN
Bpe VX 300POBbI0 U Pa3BUTUID", perynupyowmnmM OTHOLLEHNS, CBA3AHHbIE C 3aLLUTOMN
AeTen ot nHopmaumm, NPUYKHSAIOLWLEN Bpea UX 340P0BbI0 U (M) pasBUTUIO.
CornacHo gaHHOMY 3akoHY "MHopMaunoHHas 6e30nacHOCTb AeTen" - 3TO COCTOSAHME
3aLlMLLEHHOCTI, NPU KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C NPUYNHEHNEM
MHpopmauunen Bpeaa nx 3gopoBblo 1 (MNKn) PrU3n4ecKomy, NCUXMYECKOMY, LYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-O3 nHpopmaumen, npudnHAoLLEN Bpes
3[10POBbIO U (UNN) Pa3BUTUIO AeTeN, ABISETCA:

1. HGOpMaUums, 3anpeLleHHas ansa pacnpocTpaHeHnsa cpeaun aeTen;



2. H(bopmaUums, pacnpocTpaHeHne KOTOPOW OrpaHMYeHo cpeaun geten onpeneneHHbIX
BO3PaCTHbIX KaTeropum.

3. K uHdopmauuu, 3anpeLieHHON ans pacnpocTpaHeHus cpean geTen, OTHOCUTCS:

4. nHpopmaums, nobyxgaroLwas AeTeEN K COBEPLUEHUIO AENCTBUIA, NPEeACTaBASOLLNX
Yrpo3y UX XU3HU U (UNn) 340POBbLIO, B T.4. NPUYUHEHUIO Bpeda CBOEMY 340POBbLIO,
camoybunncray;

5. cnocobHOCTL BbI3BATL Y AETEN XernaHue ynotpebutb HapkoTUYeCKMe CpeacTBa,
NCUXOTPONMHbIE U (UNK) oAypMaHMBaloLLMeE BelecTBa, TabayHble n3aenus,
ankorofibHyo 1 CNMPTOCOAEP KAaLLY NPOAYKLMIO, MUBO U HANWUTKW, U3roTaBNMBaeMble
Ha ero OCHOBE; MPUHSTL y4acTue B a3apTHbIX UrpaxX, 3aHUMATLCS NPOCTUTYLIMEN,
OPOASKHNYECTBOM MM NONPOLLARHNYECTBOM;

6. ob6ocHoBbIBatoLan unv onpaesapiBatoLLas 4ONYCTUMOCTb HAacUnna n (Unu)
XXeCToKoCTM Nnbo nobyxaaroLas ocyLeCcTBNATL HACUbCTBEHHbIE AENCTBUS MO
OTHOLLEHUIO K JNIOAAM U XXUBOTHbBIM;

7. oTpuuarowas CeMeNHbIE LLIeHHOCTU 1 (hopMUpYIoLLas HeyBaXXeHUe K poguTesNisam U
(Mnn) OpyrMm YneHam cembi;

8. onpaeabiBatoLlasi NPOTMBONPAaBHOE NOBEAEHNE;
9. cogepxalias HeLeH3ypHYyLo BpaHb;
10. cogepxawas MHpopmaumo NopHorpadmnyecKoro xapakrepa.

K nHcopmaumm, pacnpoctpaHeHne KOTOPOW orpaHNUYeHo cpean AeTen onpeaeneHHoro
BO3pacTa, OTHOCUTCS:

1. MHopMaLus, NpeacTaBnsiemMast B Buae n3obpaxxeHnst Unm onmcaHust XX€CToKoCTH,
dr3nyeckoro n (MNn) NCUXMYECKOro HaCUNUS, NPECTYNNEHNS UU UHOTO
AHTMOOLLIECTBEHHOIO AENCTBUS;

2. BbI3blBaloLLasa y AeTen cTpax, yKac unm naHuky, B T.4. npeacraBnsiemas B BUae
N300paxeHNs1 UM ONNCAHUSA B YHIDKAIOLLEN YeNOBEYECKOe LOCTOMHCTBO hopme
HeHacunbCTBEHHOW cMepTn, 3aboneBaHus, camoyObunCcTBa, HECHACTHOrO Criyyas,
aBapuu nnu katactpodbl 1 (M) UX NOCNEACTBUN;

3. npeacTaensieMast B BUae n3obpakeHnsa unm onmcaHus NosioBbIX OTHOLLEHUIA MexXay
MY>KYMHOW U XXEHLLMHOW;

4. cogepxallasi 6paHHble CrioBa M BblpaXXeHWsi, He OTHOCSILLMECS K HELIEH3YPHOW
GpaHw.

C yuyeTom astoro Bam npeagnaratotca npasuna padoTtbl B ceTn IHTEpHeET ons
pasnU4YHbIX BO3PaCTHbIX KaTeropum, cobniogeHne KoTopbix NO3BoNUT obecneuntb
NHpOpPMaLNOHHYI0 6Ge30NacHOCTb BalLnX AETEN.

O6wume npasuna gna pogutenen

1. HesaBncumo oT Bo3pacTta pebeHka ncnonb3ynTte nporpammHoe obecneyeHue,
nomoratouiee unbTpoBaTh U KOHTPONMPOBATbL NMHGOPMALNIO, HO HE nofaranTecb
NONHOCTBIO Ha Hero. Bale BHMMaHWe Kk pebeHKy - rmaBHbIN METOA 3aLUTbI.



2. Ecnu Baw pebeHok umeeT akkayHT Ha OOHOM M3 coumanbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru n 1.n.), BHUMATENbHO U3Yy4nTE, KaKYHO
NHOPMaLMIO MOMELLAIT €ro Y4aCTHUKN B CBOUX Npodunsx n 6norax, Bkrnoyas
doTorpacun u BUAEO.

3. [poBepbTe, C KaKMMK OpyrMMmn canTtamm CBA3aH coumarbHbIv cepBuc Baluero
pebeHka. CTpaHuykn Bawero pebeHka moryT ObiTb 6€30MacHbIMKU, HO MOTYT U
cofiepXXaTb CCbIfIKM Ha HexenaTterbHble 1 onacHble canTbl (Hanpumep, MOPHOCANT, UM
CaunT, Ha KOTOPOM ApYr YNOMMHAeT HOMep COToBOro TenedoHa Bawero pebeHka unu
Baw gomawHnin agpec)

4. Moowpsnte Bawmnx geten coobats 060 BCeEM CTPaHHOM UK OTTasIKUBaKOLWEM U He
CNULLKOM OCTPO pearupymTe, Korga oHu 310 genaroT (M3-3a onaceHust NoTepsiTb OCTYN
K IHTEpHETY 4eTn He roBOPAT poauTensam o npobnemax, a Takke MOryT HayaTb
ncrnonb3oBaTh VIHTEpPHET BHE JOMa U LUKOMbI).

5. bygbTe B Kypce ceTeBoW xun3Hun Bawero pebeHka. HTepecynTech, KTO UX Apy3bs B
NHTepHeT Tak Xe, Kak MHTepecyeTecb peasibHbIMU ApY3bsMU.

BospacTt o1 7 o 8 net

B NHTepHeTe pebeHOoK cTapaeTca NOCETUTb T€ UMK NHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspeLleHne Ha NoceLLeHne KoTopbiX OH He nony4yun 6bl oT pogutenen. Noatomy
poauTensam ocobeHHO nornesHbl ByayT Te oTYeTbl, KOTOPble NPeAOCTaBNATCA
nporpaMmmamMm no orpaHnUYeHnto ncnonb3oBaHns NHTepHeTa, T.e. Poantensckun
KOHTPOSb UIK TO, YTO Bbl CMOXeTe YBMAETb BO BpeMeHHbIX pannax. B pesynbrate, y
pebeHka He BygeT OLWyLEeHNS, YTO 3a HUM BeAeTCs MOCTOSAHHbIN KOHTPOSb, O4HAaKo,
poauTenu 6yayT No-npexHeMy 3HaTb, KakMe canTbl nocelaeT nx pebeHok. [letn B
AAaHHOM BO3pacTe obnagatoT CUIbHbIM YYyBCTBOM CEMbW, OHU AOBEPYMBLI U HE
COMHeBatoTcs B aBTopuTeTax. OHM NobAT urpatb B CeTEBbIE UIPbI 1 NyTELeCcTBOBaTb
no VIHTepHeTY, UCNOSMb3ys ANEKTPOHHYIO NOYTY, 3aX0AUTb Ha CanThbl U YaTbl, HE
pPEKOMEHOO0BAHHbIE POOUTENSIMMU.

CoBeTbl No 6e3onacHocTn B cetn IHTepHeT ans geten 7 - 8 net

1. Co3ganTe cnMcok AOMaLLHMX NpaBui noceleHuns VIHTepHeTa npu y4actnmn geTen un
TpebynTe ero BbIMOMHEHNS.

2. Tpebywnte oT Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaxXoXAeHUs 3a
kKoMmnbtoTepoM. [Nokaxnte pebeHky, 4To Bbl HabnogaeTe 3a HUM He NOTOMY YTO Bam
3TO X04eTcs, a NoTomy Yto Bbl 6ecnokonTtech 0 ero 6e3onacHOCTU U BCeraa rotosbl
€My NOMOYb.

3. KomnbtoTep ¢ noakntodeHnem Kk IHTepHeTy JOMmKeH HaxoauTbCs B 00Len KoMHaTe
nog NPUCMOTPOM PoaUTESEN.

4. VicnonbaynTte cneumanbHble 4eTCKME NOMCKOBbIE MALUMHbI.

5. Ucnonb3yinTe cpeacTea 6NoKMpoOBaHMS HEXenaTenbHOro KOHTEHTa Kak JOMNOMNHeHne
K cTaHOapTHOMY PoauTenbcKoMy KOHTPOTIO.

6. Co3ganTte CEMEWNHbIN ANEKTPOHHbLIN ALLMK, YTOObLI HE MO3BONUTL AETAM UMETb
cobcTBEHHbIE agpeca.

7. BrnokupyiTe gocTyn K cantam ¢ 6ecnnaTtHbIMU NOYTOBLIMU ALLMKAMU C MOMOLLbHO
COOTBETCTBYIOLLEr0 NPOrpaMmMHOro obecneyeHums.



8. MpuyunTe geten cosetoBaTbCs ¢ Bamu nepen onybnvkoBaHnem Kakom-nmbo
NHJ OpMaLUKM cpeacTBaMU 3MEKTPOHHOM NOYTbI, HaTOB, PerncTpaLmMOHHbIX (POpPM n
npodunen.

9. Hayunte geten He 3arpyxatb hannbl, TporpaMmbl UNn My3biky 6e3 Ballero
cornacus.

10. He paspeluante getam ncnonb3oBaTb Cry>KObl MTHOBEHHOIO 06MeHa
coobeHnamu.

11. B "6enbin" cnncok cantoB, paspeLLeHHbIX A5 NOCEeLEeHUs, BHOCUTE TOSbKO CaMnThl
C XOopoLuen penyTtaumnen.

12. He 3abbiBante 6ecegoBaTb C AeTbMn 06 UX Apy3bsx B IHTepHeTe, Kak ecrniv bbl
peuyb LWa 0 ApY3bsiX B peanbHON XU3HWN.

13. He genante "Taby" n3 BonpocoB NosioBOW XU3HW, Tak Kak B IHTepHeTe ety MoryT
Nerko HaTKHYTbCA Ha NOpHorpaduio Unn canTsl "ansa B3pocnbIX".

14. Mpnyunte Bawero pebeHka coobwaTb Bam 0 fobbIX yrpo3ax unmn Tpesorax,
cBs3aHHbIX ¢ MHTepHeToM. OcTaBanTeCcb CMOKOMHBIMU U HANOMHUTE AETAM, YTO OHUM B
B6esonacHoCTuK, ecnmn camu pacckasanu Bam 0 CBOMX Tpesorax. [loxsanure nx u
NocoBEeTYNTE NOOOWTU eLle pa3 B MNOAOBHbIX CriyyYasx.

Bospact geten ot 9 go 12 net

B naHHOM Bo3pacTe AeTu, kak NpaBurio, y»ke HachnblllaHbl O TOM, Kakasi MHdopMaLus
cywiectByeT B MIHTepHeTe. CoBepLUEHHO HOPMarbHO, YTO OHU XOTSIT 3TO YBUAETD,
npoYecTb, ycnblwaTh. [Py 3TOM HY>KHO MOMHUTb, YTO AOCTYN K HEXenaTenbHbIM
maTepuanamMm MOXHO ferko 3abrokupoBaTb Npy NOMOLLM cpeacTB PoanTenbcKoro
KOHTPOSS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net

1. Co3ganTe cnMcok JOMAaLLHMX NpaBuIl NoceLleHns VIHTepHeT npu y4acTumn geTen n
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobniogeHnsi HOpM HaxoXaeHNS 3a KOMMNbIOTEPOM.

3. HabntoganTe 3a pebeHkoM npu paboTe 3a KOMMLIOTEPOM, NOKaXUTE eMy, YTO Bbl
BGecnokontechb 0 ero 6e30MacHOCTM 1 BCerga rotoBbl OKa3aTb €My NMOMOLLb.

4. KomnbloTep ¢ noakntoyeHnem B IHTEpHET JOMmKEeH HaxoanTbes B obLLen KomHaTte
nog NPMCMOTPOM poauUTENEN.

5. cnonb3ynTe cpeactea 6noknpoBaHus HexxenaTeslbHOro KOHTEHTa Kak 4OMNOoSTHEHME
K cTaHOapTHOMY PoauTenbCKOMY KOHTPOSHO.

6. He 3abbiBanTe NnpuHMMaTb HEMOCPEACTBEHHOE YYacTMe B XU3HU pebeHka,
B6ecenoBaTb C AeTbMU 00 MX Apy3bsx B HTepHeTe.

7. HactamBanTe, 4TOObl €T HUKOrAA HE Cornallanmcb Ha NUYHbIE BCTPEYM C
Apy3bamMu 1o IHTepHeTy.

8. MNMo3BonanTe geTam 3axoanTb TOSMbKO Ha canThbl U3 "Genoro” cnncka, KOTopbIn
co3ganTe BMECTE C HUMMN.



9. MNpuyynTte geTen HUKOrga He BblAaBaTb MYHYO MHAOPMAaUUIO cpeacTBamu
9NEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOrO 06MeHa coobLeHnsamn,
perncTpaunoHHbIX POPM, JIMYHLIX NPOdOUNEN U NpU perucTpaumm Ha KOHKYpPChl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspeweHus. O6bsacHuTe
WM, YTO OHM MOTYT CIly4arHO 3arpy3nTb BUPYCbl UK OpYroe HexenaTenbHoe
nporpaMmmHoe obecneveHue.

11. Co3gante Bawwemy pebeHKy orpaHMYeHHY0 y4ETHYH0 3anucb Ansi paboTbl Ha
KOMMblOTEPE.

12. Mpuyunte Bawwero pebeHka coobLuaTb BaM 0 NobbIX yrpo3ax unmn Tpesorax,
CBsi3aHHbIX C IHTepHeTOM. HanomHuTe AeTsM, 4TO OHM B 6e30MacHOCTH, ecnmn camm
pacckasanv BaM O CBOMX TPEBOrax 1 onaceHusx.

13. PacckaxuTte getsim o nopHorpadumn B IHTepHeTE.

14. HactanBanTe Ha ToM, 4TObbI AeTK NpeaoCTaBnsanM Bam AOCTYMN K CBOEWN
3NEKTPOHHOM NMoYTe, YTOOLI Bbl YOEAUMCh, YTO OHM HE 0BLaTCa C HE3HaKoMLUaMu.

15. O6bACHUTE OETAM, YTO HEMb3S UCMONb30BaTb CETb ANS XyNUraHCTBa,
pacnpoCcTpaHeHUs1 CNneTeH UMK yrpoas.

Bospact geten ot 13 go 17 net

B aToM BO3pacTe nogpoCTKM akKTUBHO MCMOMb3YHT NONCKOBbLIE MALLWHbI, MOMNb3YTCH
3NEKTPOHHOM NoYTON, cnyx6amm MrHoBeHHOro obmeHa coobLEHNSMN, CKaunBatoT
My3bIKy U unbmbl. Manbynkam B 3ToM Bo3pacTe GornbLue No HpaBy CMeTaTh BCE
OrpaHNYeHunst, OHN XaxayT rpyboro toMopa, asapTHbIX UrP, KAPTUHOK "Anst B3pOCsbIX".
[eBo4kn npegnoumTaoT obwaTbCs B YaTax, NpyM 3TOM OHM ropasgo 6onee
YyBCTBUTENbHbI K CEKCyarnbHbIM JOMOratenbcTBaM B VIHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poauTENSAM yXKe BECbMa CMOXHO KOHTPONIMPOBaTbL CBOUX
AeTen, Tak Kak 06 VIHTepHeTe OHM yXXe 3HaOT 3HaYMTeNbHO BosbLle CBOUX poauTenen.
Tem He MeHee, He OoTnyckanTe AeTen B "cBoOOAHOE nnaBaHue" no HTepHeTy.
CrapanTecb akTMBHO y4yacTBoBaTb B 00LieHn pebeHka B VIHTepHeTe.

BaxxHo no-npexHemy cTporo cobnogaTts npasuna MHTepHeT-6e30nacHOCTY -
cornawleHve mexay pogutensamu n geteMu. Kpome Toro, HeO6Xo4MMO Kak MOXHO Yalle
npocmaTpuBaTb OTYETLI O AeATeNbHOCTM aeTen B MIHTepHeTe. CneayeT obpatntb
BHUMaHMe Ha HeOBXOANMOCTb COAEPKAHUS POANTENBCKUX Naponen (naponen
aAMWHNCTPATOPOB) B CTPOrOM cekpeTe 1 0bpaTtnTe BHUMAHUE Ha CTPOroCTb TUX
naposnemn.

CoBeTbl N0 6e3onacHoCcTM B 3TOM Bo3pacTte oT 13 go 17 net

1. Co3ganTe cnMcok JOMaLLHMX NpaBuil noceleHnsa VIHTepHeTa npu yvactum
noapoCTKOB 1 TpebynTe 6e3ycnoBHOro ero BoinosiHeHusi. ObroBopuTe ¢ pebeHKkoM
CMMCOK 3anpeLleHHbIX canToB ("4epHbIn cnncok"), Yackl paboTbl B VIHTEpHETE,
pyKOBOACTBO no obLieHunto B IHTepHeTe (B TOM Yncrie B YaTax).

2. KomnbloTep ¢ nogknodeHnem kK cetn IHTepHeT JomKeH HaxoanTbes B obLuen
KOMHaTe.



3. He 3abbiBante 6ecenoBaTh ¢ AeTbMK 06 ux Apy3bsx B IHTEpHETE, O TOM, YEM OHMU
3aHATblI TakuM obpasom, ByaTo peyb MaeT o ApYy3bsiX B pearnbHON xun3Hu. CnpalumsanTte
0 NAsX, ¢ KoTopbiMK AeTn obLaoTca NOCpeacTBOM Cny6 MrHOBEHHOro obmeHa
coobLeHnamMu, Ytobbl yoeamTbes, YTO 3TN N0AN UM 3HAKOMBbI.

4. VicnonbaynTe cpeacTBa 6rI0KMPOBaHMS HEXENaTENbHOro KOHTEHTA Kak AOMNOSNIHEHME
K CTaHOapTHOMY PoauTensckoMy KOHTPOJTH.

5. Heobxogmmo 3HaTb, KakmuMu YaTamu nonb3ytoTca Bawwn getn. Moowpante
NCnonb30BaHME MOAEPUPYEMBIX YaTOB N HacTamBanTe, YToObl AeTn He obLanunce B
NPUBaATHOM pPEXNME.

6. HactamBante Ha TOM, 4TOObI 4E€TU HUKOrAA HE BCTPEYanuCh fIMYHO C APY3bSMU U3
ceTn NHTepHerT.

7. MNMpnyynte geTten He BbldaBaTb CBOKO JIMYHYKO MHAOPMALINIO CpeacTBaMu
9NEeKTPOHHOM MOYThLI, YaTOB, CUCTEM MIHOBEHHOIO 0bMeHa coobLLeHnsMH,
perncTpaunoHHbIX PopM, NNYHBIX NPOdUIEN U NPU perncTpauumn Ha KOHKYpCbl B
NHTepHeTe.

8. MNpuyynTte geTen He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHms. Ob6bsacHUTe
MM, YTO OHM MOTYT CIly4anHO 3arpy3uTb BUPYCbl UM APYroe HexenaTtesnbHoe
nporpaMmmHoe obecneveHue.

9. MNpuyumnTe Bawero pebeHka coobliaTb Bam 0 MobbIX yrpo3ax unm Tpesorax,
cBsA3aHHbIX ¢ MIHTepHeTOM. HanoMHuTe geTaM, 4TO OHM B 6e30nacHOCTU, ecnn camu
pacckasanu Bam, O CBOMX yrpo3ax unu tpesorax. [oxsanure nx n nocoBetTynTe
NoaonTN eLle pa3 B NogobHbIX criyvasix.

10. PacckaxuTe getsim o nopHorpacum B MIHTepHeTe. [Tomornte um 3awmtntbCs ot
cnama. HayuyuTe nogpocTKoB He BblaaBaTb B IHTepHeTe CBOEero peanbHOro
9NEKTPOHHOro agpeca, He OTBeYaTb Ha HeXenaTtesnbHble NMCbMa U UCNOSb30BaThb
crneunasnbHble NoYTOBblE PUMBbTPbI.

11. Mpuy4dnte cebsa 3HaKOMUTBLCSA C canTaMu, KOTopble NOceLatT NOAPOCTKM.

12. Hayunte geten yBaxaTb ApPYrnX B UHTEPHETE. YbeamTech, YTO OHM 3HAKOT O TOM,
4YTO NpaBuIia XopoLlero NoBeaeHUs1 AENCTBYIOT Be3ae - JaXe B BUPTyasribHOM MUpe.

13. OB6bACHUTE OETAM, YTO HM B KOEM Criyvae Henb3sa ucrnonb3oBatb CeTb AN
XYNUraHCcTBa, pacnpoCTpaHeHus CNreTeH Unun yrpos Apyrum niogsam.

14. O6cyanTte ¢ nogpocTkamu NnpobnemMbl ceTeBbIX a3apTHBIX UIP U X BO3MOXHbIN
puck. HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 3TW UIrPbl COrMAacHO 3aKOHY.

[MOCTOSIHHO KOHTPONMPYNTE UCNoSb3oBaHue MHTepHeTa Bawmm pebeHkom! 310 He
HapyLleHne ero NM4YHOro NPOoCTpPaHCTBa, a Mepa NPeaoCTOPOXHOCTU N NPOSABIEHNE
Bawen poantenbckon OTBETCTBEHHOCTU M 3a00Thl.



